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Abstract 

In recent years, the rapid proliferation of smartphones and wearable devices has significantly propelled the 

development of crowdsensing. As a prerequisite for ensuring the secure operation of crowdsensing services, 

data quality has emerged as a critical issue that demands urgent resolution. This paper first introduces the 

main components and system workflows of crowdsensing, followed by an account of the basic concepts, 

principles, and key research focuses of truth discovery methods in crowdsensing. By categorizing truth 

discovery approaches based on modeling paradigms, this study systematically reviews the current research 

landscape, analyzes and compares existing methods, and constructs a comprehensive framework for their 

evaluation. Finally, it synthesizes the findings and identifies future challenges for truth discovery in 

crowdsensing, aligning with the evolving application demands of the field. 
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1. Introduction 

With the proliferation of highly perceptive intelligent devices, crowdsensing applications have rapidly 

evolved (Capponi et al., 2019), being widely adopted in fields such as environmental monitoring (Feng et al., 

2017), traffic management (Singh et al., 2018), and healthcare (Mehdi et al., 2019). The personal mobility 

and platform independence of CS enable it to achieve extensive coverage and context awareness. Data 

quality, a prerequisite for ensuring the secure operation of crowdsensing services, is often constrained by 

user reliability. The quality of data submitted by users varies widely, with even malicious users providing 

invalid or fraudulent sensing data (Restuccia et al., 2017). Additionally, due to differences in intelligent 

device quality, the reliability of sensed data cannot be guaranteed. Such noisy data may cause significant 

deviations between the sensing results delivered by crowdsensing systems and real-world scenarios, 

highlighting the urgent need to address data quality issues in crowdsensing. 

Researchers have conducted in-depth studies on crowdsensing, focusing on task allocation (Dai et al., 

2021; Wang et al., 2023), privacy protection (Kim et al., 2022; Perez & Zeadally, 2022), incentive 

mechanisms (Cai et al., 2023; Xu et al., 2024), data evaluation (An et al., 2019; Gong & Shroff, 2019), etc. 

These efforts demonstrate the growing attention to crowdsensing research in recent years. Thus, this paper 

elaborates on the research status of truth discovery in crowdsensing from the perspective of modeling 

approaches, aiming to provide valuable references for relevant researchers. 
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The structure of this paper is as follows: Section 1 introduces the fundamentals of crowdsensing. Section 

2 overviews the concepts and research contents of truth discovery in crowdsensing. Section 3 classifies 

major truth discovery methods based on modeling paradigms, and Section 4 conducts a comparative analysis 

of existing works. Section 5 summarizes the findings and identifies future research directions, followed by 

concluding remarks. 

2. Related Knowledge  

2.1 Crowdsensing 

Crowdsensing, which uses intelligent terminals with capabilities such as information collection, 

environmental perception, and traffic monitoring as carriers (Peng et al., 2024), is an emerging data 

collection model (Cheng, Ma, Liu, Wu, et al., 2023; Wang et al., 2020) that has attracted extensive research 

and attention. Compared with traditional sensor networks, crowdsensing offers advantages such as low data 

collection costs, convenient device maintenance, and scalable system architecture (Z. Wang et al., 2024), 

fostering the emergence of numerous crowdsensing applications. 

A typical crowdsensing architecture is shown in Figure 1. The system architecture comprises a sensing 

platform, task requesters, and sensing users. The sensing platform receives task requests from service 

requesters, assigns sensing tasks to users, processes the collected sensing data, and performs other 

management functions. Upon receiving tasks, users complete them and upload data to the platform, which 

processes the data and delivers results to task requesters. This entire process enables functions such as data 

sensing, collection, and information service provision, embodying a service model that integrates data 

collection, analysis, and extraction of collective intelligence (Ding et al., 2017; Guo et al., 2014). 

Crowdsensing can gather massive multi-dimensional heterogeneous data from various locations, 

effectively addressing large-scale data requirements and providing high-quality, reliable data services. 

However, with the proliferation of crowdsensing, new challenges have emerged, with insufficient data 

quality being the primary obstacle that hinders sensing platforms from delivering optimal services. Thus, 

resolving data conflicts, extracting valid information from collected sensing data, and providing highly 

reliable and effective sensing task results have become critical issues for advancing this field. 

Figure 1: Typical crowdsensing scenarios 

Task requester Sensing userSensing platform

1.Task request 2.Task allocation

3.Data submission4.Result return

 

2.2 Truth Discovery 

The general principle of truth discovery is as follows: if a user frequently provides trustworthy data, a 

high reliability score will be assigned to them. Meanwhile, if a piece of information is supported by users 

with high reliability, it has a high probability of being selected as the ground truth. 

The truth discovery methods in crowdsensing primarily involve the following concepts: An object refers 

to an item in a sensing task, corresponding to an entry of sensing data collected by users (Miao et al., 2015). 

The ground truth denotes the factual information of an object, which is an unknown quantity (Li, Li, Gao, Su, 

et al., 2014). The truth value is the most reliable value inferred for an object by aggregating sensing data 

from different users regarding the same object (Li, Li, Gao, Su, et al., 2014). Weight indicates a user's 

reliability, which is proportional to the quality of their sensing data (Li, Li, Gao, Su, et al., 2014). That is, the 

closer a user's data is to the ground truth, the greater their weight. Typically, user weights are also unknown 

quantities. 
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The crowdsensing platform is opened to all intelligent device users via the Internet, making it difficult to 

guarantee the work status and motivations of participating users. Furthermore, quality discrepancies among 

intelligent devices cause collected data to be inaccurate. Typically, data obtained by the sensing platform for 

the same target object may exhibit inconsistency, meaning these data often contain noise and conflicts. To 

address this issue, upon receiving sensing data submitted by users, the sensing platform first needs to 

determine the most credible ground truth of the target object and then provide this result to data requesters. 

Truth discovery techniques extract the truth value from sensing data provided by multiple users by 

evaluating the weights of participating users and inferring the real value of the target object (Li et al., 2016). 

The core idea is to estimate each user's reliability iteratively, estimate the ground truth of the target object by 

weighted aggregation of user data, until a certain convergence criterion is met—this is essentially an 

advanced data aggregation method. 

3. Comparative Analysis 

With the development of truth discovery, a variety of methods have emerged. Classified by modeling 

approaches, the main truth discovery methods in crowdsensing can be divided into the following three 

categories. 

3.1 Iteration-based Method 

Truth Finder is a typical iterative truth discovery framework (Li et al., 2016), which employs Bayesian 

analysis to iteratively estimate the reliability of data sources and identify the ground truth. It represents one 

of the most widely used truth discovery frameworks. Based on the iterative paradigm, numerous researchers 

have conducted studies, as shown in Table 1. 

As can be seen, the schemes in the table propose effective solutions to issues such as computational 

efficiency and sparse data. However, references (Gao et al., 2020; Hu et al., 2024; Liu et al., 2021; Wu et al., 

2022) exhibit trust model dependency, assuming that workers and servers are honest but curious. If malicious 

participants emerge in practical applications, the security of the system may be compromised. References 

(Gao et al., 2020; Wu et al., 2022) perform poorly in specific application scenarios, such as those involving a 

large number of participants or extremely unstable network enviro4nments. Additionally, Zheng et al. (2020) 

assumes that users and cloud servers are honest in the protocol, but in reality, users' malicious behaviors may 

affect data accuracy and protocol security. Some assumptions in Liu et al. (2024) (e.g., the accuracy of cost 

and quality information reported by workers) may not hold in practical environments, limiting the model's 

universality. Although Zhang and Li (2022) optimizes a certain type of truth discovery framework, its 

applicability to other types of truth discovery algorithms remains unclear and requires further verification. 

Table 1: Comparison table of iteration-based truth discovery methods 

Literature Scheme Advantages 

Zheng et al. 

(2020) 

Gradually optimize user weights and data inputs using 

iterative computation. 

Enhances computational efficiency, 

suitable for large-scale deployment. 

Liu et al. 

(2021) 

Iteratively update user weights and aggregate data for 

sparse data environments. 

Particularly addresses sparse data 

scenarios. 

Gao et al. 

(2020) 

Process multidimensional sensing data through iterative 

algorithms. 

Supports real-time data processing. 

Wu et al. 

(2022) 

Adopt a dual-server architecture to reduce iteration 

processes. 

Reduces user participation in 

computational processes. 

Hu et al. 

(2024) 

Design multi-round truth discovery mechanisms to 

balance efficiency and security in iterative processes. 

Demonstrates good adaptability to 

worker dropouts. 

Liu et al. 

(2024) 

Iteratively optimize participant selection strategies by 

combining multi-armed bandits. 

Solves the exploration-exploitation 

dilemma in worker recruitment. 

Zhang and Li 

(2022) 

Design defense mechanisms using iterative update 

strategies to resist poisoning attacks. 

Enables better discrimination between 

normal and malicious data. 
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3.2 Optimization-based Method 

In practical applications, the solutions of optimization-based methods are similar to those of iteration-

based methods, with the typical model being CRH (Li, Li, Gao, Zhao, et al., 2014). CRH is a framework for 

handling data heterogeneity, in which different types of distance functions can be inserted to capture the 

characteristics of various data types, supporting the estimation of data source reliability across all data types. 

In recent years, researchers have proposed new research schemes, as shown in Table 2. Some schemes 

enhance data accuracy, while others focus on privacy protection, both proposing effective solutions. 

However, Yan and Yang (2021) assumes that the data quality provided by vehicles at different times is 

relatively consistent, whereas in reality, sensor performance and environmental factors may cause 

fluctuations in data quality. The framework in Cheng, Ma, Liu, Li, et al. (2023) verifies reputation values but 

still lacks effective protection against scenarios where malicious users interfere with sensing data through 

other means. The effectiveness of Zhou et al. (2022) relies on the accurate modeling of spatial correlation, 

which may not hold for sensor data in certain environments, thus affecting the reliability of results. P. Wang 

et al. (2024) improves data collection efficiency through UAVs, but their high usage and maintenance costs 

may limit broader applications. 

Table 2: Comparison table of truth discovery methods based on optimization 

Literature Scheme Advantages 

Yan and 

Yang 

(2021) 

Optimize the reputation evaluation mechanism for 

vehicles to better assess and integrate sensing data. 

More effective reliability assessment 

Cheng, 

Ma, Liu, 

Li, et al. 

(2023) 

Introduce a privacy protection mechanism for 

reputation values to optimize user reliability 

assessment. 

Overcome the limitations of relying solely on 

data weights 

Zhou et al. 

(2022) 

Optimize user privacy protection strategies to reduce 

the risk of location data leakage. 

Balance privacy protection and truth discovery 

efficiency 

P. Wang 

et al. 

(2024) 

Optimize the incentive mechanism to improve user 

participation and data quality. 

Improve data accuracy and reduce sensing 

costs 

3.3 Probabilistic Graph Model-based Method 

Studies based on probabilistic graph models are shown in Table 3. Zhao et al. (2012) specifically models 

the characteristics of numerical data, enabling more effective handling of real-world data in practical 

applications. Through a Bayesian approach, the model efficiently addresses small sample sizes and outliers, 

reducing the impact of extreme values on results. Zhao and Han (2012) features linear time complexity, 

making it suitable for large-scale datasets. It can incorporate prior knowledge in low-data environments and 

supports online streaming data processing, adapting to dynamically changing scenarios. Du et al. (2020) 

considers users’ fine-grained reliability across different entity groups, more accurately reflecting their 

observation capabilities. The contribution value calculation method proposed in Kang et al. (2024) combines 

data trust and bidding trust, enabling the platform to prioritize high-quality workers and thus improving data 

collection efficiency and reliability. 

However, Zhao et al. (2012) and Zhao and Han (2012) rely on prior knowledge. Although the model can 

use outputs from other methods as priors, inappropriate prior selection may affect final inference results. Du 

et al. (2020) assumes fixed clustering of users and tasks, which may fail to adapt to dynamically changing 

real-world scenarios, limiting its applicability. The ground truth data used in Kang et al. (2024) are obtained 

from UAVs, which may be difficult to acquire in certain environments, and the high cost of UAVs 

themselves may restrict their large-scale deployment. 

Table 3: Comparison table of truth discovery methods based on probability graph model 

Literature Scheme Advantages 

Zhao et al. 

(2012) 

Optimize the reputation evaluation mechanism for 

vehicles to better assess and integrate sensing data. 

More effective reliability assessment 

Zhao and Introduce a privacy protection mechanism for Overcome the limitations of relying solely on 
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Han 

(2012) 

reputation values to optimize user reliability 

assessment. 

data weights 

Du et al. 

(2020) 

Optimize user privacy protection strategies to reduce 

the risk of location data leakage. 

Balance privacy protection and truth discovery 

efficiency 

Kang et 

al. (2024) 

Optimize the incentive mechanism to improve user 

participation and data quality. 

Improve data accuracy and reduce sensing 

costs 

4. Future Research Directions and Challenges 

4.1 Enhancing Security and Robustness 

Develop truth discovery algorithms capable of withstanding attacks from malicious participants to ensure 

system security and stability across various network environments. This may require introducing more 

complex trust models to identify and exclude potential malicious behaviors. Therefore, how to effectively 

detect and defend against malicious activities without increasing system complexity remains a challenge, 

necessitating the development of smarter trust models and anomaly detection algorithms to address this issue. 

4.2 Adaptability to Dynamic Environments 

Develop truth discovery algorithms capable of withstanding attacks from malicious participants to ensure 

system security and stability across various network environments. This may require introducing more 

complex trust models to identify and exclude potential malicious behaviors. Therefore, how to effectively 

detect and defend against malicious activities without increasing system complexity remains a challenge, 

necessitating the development of smarter trust models and anomaly detection algorithms to address this issue. 

4.3 Optimizing Cost-effectiveness 

On the premise of ensuring data quality, how to reduce the costs of data collection and maintenance is an 

important research direction. It is necessary to explore how to leverage low-cost technical means to improve 

data collection efficiency and study how to optimize resource allocation to maximize benefits. Key 

explorations include: (1) reducing data collection and maintenance costs while ensuring data quality; (2) 

utilizing low-cost technical means (such as UAVs, IoT devices, etc.) to enhance data collection efficiency. 

4.4 Heterogeneous Data Processing 

With the continuous development of IoT and big data technologies, data sources are becoming 

increasingly diversified, posing a challenge of how to effectively process such heterogeneous data. There is a 

need to develop algorithms capable of handling data of different formats, sources, and qualities, which can 

effectively fuse data from different sensors, devices, and platforms. Processing heterogeneous data to adapt 

to diversified data sources is crucial for improving the accuracy of truth discovery. 

4.5 Balancing Privacy Protection and Truth Discovery Effciency 

Conducting effective truth discovery while protecting user privacy is a complex issue. There is a need to 

study how to safeguard user privacy and ensure the security of user data during transmission and processing, 

while still enabling the utilization of user data for effective truth discovery and analysis.  

5. Conclusion 

This paper systematically reviews the main components and system processes of crowdsensing, and 

deeply explores the truth discovery methods therein. From a modeling perspective, existing truth discovery 

methods are classified and analyzed to reveal their principles and research contents. Based on the summary 

of existing research achievements, this paper compares the advantages and disadvantages of different 

methods, and points out the shortcomings and challenges in current research. Looking to the future, with the 

continuous expansion of crowdsensing applications, truth discovery methods urgently need to address 

challenges in data quality, user reliability, and system scalability. To this end, future research can be 
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dedicated to developing more flexible algorithms and improving data fusion techniques, so as to promote the 

practical application of crowdsensing in various fields and bring greater value and convenience to society. 
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